MHPOPMALIMOHHAA NMAMATKA
Onsd ObYYHAKOLWKMXCA OAnAd PASMELLEHUA
HA OPULIUATIbHBIX UHTEPHET-PECYPCAX

C kaxgblM rogomM MOMoAexu B WHTEpPHEeTe CTaHOBUTLCH Bonbliue, a LUKOSIbHUKA OA4HU U3
caMbIX aKTMBHbIX nonb3oBaTenen PyHeTa. Mexagy Tem, NOMMMO OFPOMHOMO KonMyecTsa
BO3MOXHOCTEWN, MHTEPHET HeceT M Npobnembl. 3Ta NamsaTKa JOMKHA NoMoYyb Tebe 6e3onacHo
HaxoguTbCs B CETW.

KomMnbroTepHble BUPYCbI

KoMnbloTEPHBIN BUMPYC - 3TO PasHOBUOHOCTb KOMMbIOTEPHbLIX NPOrpamm, OTNINYUTENBHON
OCOBEHHOCTbIO KOTOPOW SABNSAETCA CMOCOOHOCTb K pasMHOXeHuo. B gononHeHve Kk aTomy,
BMPYCbl MOTYT NOBPEANTb UM MOMHOCTBIO YHUUTOXUTb BCe pansibl U AaHHbIE, MOAKOHTPOSbHbIE
nonb3oBaTento, OT MMEHW KOToporo Obina 3anylwleHa 3apaxeHHas nporpaMmma, a Takke
NOBPEaAUTb UNN OaXe YHUYTOXWUTb ONepauuoHHY CMCTEMY CO BceMu harnamm B uenom. B
BonbLWMHCTBE Cny4YaeB pacnpoOCTPaHSTCH BUPYChl Yepes NHTEPHET.

MeToabl 3aWmUTbl OT BPeAOHOCHbLIX NporpaMmm:

1. Mcnonb3yn coOBpeMEHHble onepaunoHHble CUCTEMbI, MMeKLWMe Cepbe3Hbil YypPOBEHb
3aLWnTbl OT BPEOOHOCHbIX NPOrpamMm;

2. lMoctosiHHO ycTaHaBnuBam nayTyM (UMcpoBble 3annaTku, KOTOpPble aBTOMAaTUYECKM
yCTaHaBMMBAKTCSA C Lienbio AopaboTku nporpamMmmebl) U apyrine o6GHOBNEHNSA CBOEWN ONepaLMoHHON
cuctembl. CkaumBan nx ToNbko ¢ ocuumanbHoro camta paspabotunka OC. Ecnm cywectByeT
peXnM aBTOMaTU4YECKOro OOHOBIEHUS, BKITHOUN €rO;

3. PaboTai Ha cBoeM KOMMbIOTEPE NOA NpaBaMu NONb30BaTenNs, a He agMUHUCTpaTopa. ATo
He no3BONMMT OOMbLIMHCTBY BPEAOHOCHbIX MNPOrpaMM WHCTaNnMpoBaTbCA Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. WNcnonb3yn aHTUBMPYCHbIE MpOrpaMMHble NPOAYKTbl M3BECTHbIX NPOW3BOAUTENEN, C
aBTOMaTM4eCcKMM oOHOBNeHneM 0as;

5. OrpaHuydb n3n4eckmin 4OCTyN K KOMMNbIOTEPY AN51 NOCTOPOHHUX NNLL;

6. cnonb3yn BHelHWE HocUTenn MHopMauuu, Takme Kak doreluka, uck unm gann mns
WHTEPHETA, TOSbKO 13 NPOBEPEHHBLIX MCTOYHUKOB;

7. He oTKpbIBan KOMNbOTEPHbIE (hansbl, NOyYEeHHbIE N3 HEHALEXHbIX MICTOYHUKOB. [laxe Te
drannbl, KOTOpbIE NpUcran TBOW 3HAKOMbIW. Jlyylle yTOYHM y Hero, oTrnpasnsn nim oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepefayvv OaHHbIX, He TEXHOMOrMs, a BCcero nuiwb 6peHn, mapka. Ewe B
1991 rogy HuaepnaHackasi komnaHusa 3apernctpupoBana 6peng "WECA", yto o6o3Havano
cnosocoyeTaHue "Wireless Fidelity", koTopbli nepeBoanTCS Kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu pfowna gpyrasa abbpesuatypa, KOTopas SABMASETCA TakoW e
TexHosnoruen. 1o abbpesnatypa "Wi-Fi". Takoe HasBaHue OblNo 4aHO C HAMEKOM Ha cTaHaapT
BbICLLEN 3BYKOBOM TeXHUKN Hi-Fi, 4TO B NepeBoae o3Ha4vaeT "BbICOKas TOMHOCTL".

[a, GecnnaTHbIN MHTEPHET-AOCTYN B Kade, OTensx M aspornoptax ABNAeTcs OTANYHOWN
BO3MOXHOCTbIO BbIXOA4a B MHTEPHET. HO MHOrmMe akcnepTbl cumTatoT, 4To obwenoctynHblie Wi-Fi
ceTn He aBnsTCHA 6e3onacHbIMN.

CoBeTbl N0 6e3onacHOCTU paboTbl B 06wenocTynHbIX ceTax Wi-fi:

1. He nepegasan cBot nnyHyo nHdopmaumo Yepes obweaoctynHble Wi-Fi cetn. PaboTas
B HUX, XXenaTenbHO He BBOAUTb Naponv A0CTyna, NIOrMHbl U Kakne-To HOMepa;

2. Vcnonb3yn n oBHOBNAW aHTUBMPYCHblE MporpaMmmbl M GpaHamayep. Tem cambiM Tbl
obe3onacuib cebsi OT 3aKkayku BUpyca Ha TBOE YCTPONCTBO;

3. Mpwn ucnonb3osanum Wi-Fi otkntoum yHkuuio "O0LWwmin gocTyn K dpannam n npuHtepam".
[aHHasa pyHKUMS 3akpbiTa NO YMOMYaHUIO, OOQHAKO HEKOTOPbIE MOMb30BaTENM akTUBUPYIOT ee
Ans ynobcerea ncnonb3oBaHus B paboTte nnu yyebe;

4. He vcnonb3yn nybnuynbin WI-FI ans nepegaym nuYHbIX AaHHbIX, HANPUMEP AN1s BbixoAa
B couManbHble CETU UMK B SNIEKTPOHHYIO MOYTY;



5. cnonb3yi TonbKo 3awuweHHoe coeanHeHne Yepes HTTPS, a He HTTP, T.e. npu Habope
BebG-agpeca BBoAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTknoum dyHkumio "Mogkntoyenne k Wi-Fi aBTomaTtudeckn". He
Aonyckan aBToMaTM4yeckoro nogknyeHus yctponctaa k cetam Wi-Fi 6e3 TBoero cornacums.

CoumanbHble ceTu

CoumanbHble CEeTUM aKTMBHO BXOLSAT B HalUy XW3Hb, MHOIME NMoan paboTaloT M XKUBYT Tam
NocTosiHHO, a B Facebook yxe 3apernctpupoBaH mMunnuapg 4esioBek, YTO ABMSIETCA OLHOM
cebMOW Bcex xuTtenen nnaHetbl. MHOrMe nonb3oBaTenyM He NOHMMAKT, YTO MHopMauus,
pasmeLLeHHast MU B COLManbHbIX CETSX, MOXET ObiTb HangeHa 1 MCrnonb3oBaHa KEM YrogHo, B
TOM 4ncne He 0b6a3aTenbHO ¢ 6riarMm HaMepeHUAMM.

OcHOBHbIe coBeTbl N0 6€30NacHOCTU B COLManbHbIX CeTAX:

1. OrpaHnyb cnncok apy3en. Y 1ebs B Apy3bsaxX HE LOSMKHO BbITb CriyvyanHbIX U HE3HAKOMbIX
nogewn;

2. 3awmuan CBOK YacTHYH0 XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOero
POXOEHNA U OPYryl NUYHYIO WHOpMaunio. 3rOoyMbILUSIEHHUKA MOTYT MCMOMb30BaTh Jaxe
MHOPMaLNIO O TOM, KaK Tbl U TBOM POAUTENM NNAHUPYETE NPOBECTU KAHUKYIbI;

3. 3awmian cBok penyTauuio - 4epPXN ee B YACTOTe U 3aaBan cebe Bonpoc: xoTten 6ol Thl,
4YTOObLI ApyrMe nonb3oBaTenn BUAENW, YTO Tbl 3arpyxaewb? [logyman, npexne 4Yem 4To-TO
onybnukoBaTb, HAaNUcaTb U 3arpy3nTb;

4. Ecnu Tbl roBopuLLb C NOAbMU, KOTOPbIX HE 3HAELLb, HE UCMNOSb3Y CBOE pearnbHOe UMS U
OPYryto NMYHY0 MHOPMaUUK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. N3beran pasmelleHnst potorpadumn B HTepHeTe, rae Tbl N300paXkeH Ha MECTHOCTH, MO
KOTOPOW MOXXHO OnpeaenuTb TBOE MECTOMONOXEHNE;

6. lMpn pernctpauum B coumanbHOM CETU HEOBXOOMMO WCMNONb30BaTb CIIOXHbIE NapPOIu,
cocTosme n3 6ykB 1 UMdP 1 C KOIMYECTBOM 3HAKOB He MeHee 8;

7. na coumnanbHOM CETWU, MOYMTbI U APYrMX CanWTOB HEOOBXOOMMO MCMONb30BaTb pPasHble
naponu. Torga ecnu t1eba B3nomMaroT, TO 3fI0YMbILUSIEHHUKM MOMyYaT AOCTYM TOMbKO K OAHOMY
MECTY, a He BO BCe cpasy.

ANEeKTPOHHbIEe AeHbIM

ONEKTPOHHbIE AEHbIM - 3TO OYeHb YAOOHbLIM cnocob nnaTexen, O4HAKO CyLLECTBYHOT
MOLLEHHUWKW, KOTOPbIE XOTAT MNONYYUTb 3TU AEHbIN.

ONEKTPOHHbIE OEHbMN MNOSABUIINCb COBCEM HEOABHO M MMEHHO U3-3a 3TOr0 BO MHOMMX
rocygapcrBax 4O CUX MOp He MPOMNMCaHo NPO HUX B 3aKOHaX.

B Poccun ke OHM (PYHKUMOHUPYIOT U O HUX Y)XKe NPOMNUCaHo B 3aKOHe, rae UxX pasgenstoT Ha
HEeCKOJSIbKO BUAOB - aHOHUMHbIE U HE aHOHUMHble. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOpbIX paspellaeTcs npoBOAUTb onepauun 6e3 umaeHTudukauum nonb3oBaTtend, a B
HeaHOHUMHbIX naeHTUUKaLmMa Nonb3oBaTens aBndeTca 0b6s3aTeNibHON.

Takke crnegyeT pasnuyatb 3MEKTPOHHbIE dMaTHble AeHbrMn (paBHbl FOCYAapPCTBEHHbLIM
BantTaMm) 1 aNeKTPOHHbIE HedmaTHble AeHbMM (He paBHbl FOCY4apCTBEHHbLIM BantoTam).

OcHOBHbIe coBeTbl NO 6e3onacHon paboTe ¢ 3NeKTPOHHbIMU AEeHbramMu:

1. MpuBsxxn Kk cyeTy MOOUNBHBIM TenedoH. OTO cambi yOOOHbIN U BbICTPLIN CNOCco6
BOCCTAHOBUTb [OOCTyn K cyeTy. [lpmBaA3aHHbIN TenedoH NOMOXET, ecnu 3abygelwb CBOW
nnaTeXxHbl Naponb UNu 3angellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopasoBble naponu. Nocne nepexoda Ha yCUIEHHYIO aBTopu3aumio Tebe
yXXe He OyOeT yrpoXaTb ONacHOCTb KpaXKu Unm nepexeaTa nnaTexXHoro napons;

3. Bbibepu cnoxHbein naponb. MNpectynHukam BygeTt He NpoCTOo yragaTb CHOXHbIN Napofb.
HagexHble naponu - 3To Naposnu, KoTopble coaepXaT He MeHee 8 3HaKoB U BKIO4YaloT B cebs
CTPOYHbIE U NPONUCHbIE BYKBbI, LGPl N HECKONBKO CUMBOJIOB, TAKME Kak 3HaK gonnapa, pyHTa,
BOCKNMLUATENbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NMYHbIE Ja@HHbIE HA CalUTax, KOTOPbIM HE JOBEpPSAELLb.



ANeKTPOoHHas noyra

ONeKTpOHHas noyTa - 3TO TEXHOMOrMs 1 NpefocTaBrisieMble et YCryrn rno nepecbinike u
NONYYEHUIO JMEKTPOHHbBIX COOOLWEHUN, KOTOpble pacnpenensTcsa B KOMMNbIOTEPHOW CETMW.
O6bI4HO SNEKTPOHHbIN NoYTOBbIV ALLNK BbIrMA4NT cneayroLmnm obpasom:
UMS_nonb3oBatenda@ums_aomMeHa. Takke Kpome nepefayym npocToro TeKkcTa, UMeeTcH
BO3MOXHOCTb nepeaasatb hansibl.

OcHOBHble coBeTbl N0 6e30nacHOn paboTe ¢ INEeKTPOHHON NOYTON:

1. Hago BbiGpaTb npaBunbHbIA NOYTOBLIN CepBUC. B MHTEpHETE eCTb OrpOMHbLIN BbIOOP
BGecnnaTHbIX NOYTOBbIX CEPBMCOB, OAHAKO Nydlle AOBEpsATb TeM, KOro 3Haellb W KTO NepBbIn B
pPeuTnHre;

2. He ykasbiBan B NWYHOM NOYMTE NMYHYK WMHopmauuio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbI_paHaT@" unm "pok2013" BmecTo "Tema13";

3. Ncnonb3yn AByxaTanHyo aBTopu3aumio. 3TO Korga noMmMmo naporns Hy>XHO BBOAUTL KOf,
npucbinaemsin no SMS;

4. Bbibepu cnoxHbi naposb. [ns kaxaoro NoYTOBOro SAlMKa A0MKeH ObiTb CBOM HA4EXHbIN,
YCTOM4YMBBIN K B3NTOMY Naporb;

5. EcnM ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOW JIMYHBIM BOMPOC, MUCMNOMb3yn 3Ty
BO3MOXHOCTb;

6. MVcnonb3y HECKONbKO MOYTOBbIX SAWMKOB. [lepBbIn AN YaCTHOW Mepernuckn ¢
agpecatamu, KOTOpbIM Tbl AOBepsielb. JTO ANEKTPOHHbIN aapec He Hago MCMNonb3oBaTh Npu
permctpauumn Ha goopymax n camrtax;

7. He oTkpbiBan cansnbl U gpyrue BrOXEHUA B NUCbMaXx, JaXe eCnn OHU NPULLSN OT TBOUX
apysen. Jlydwe yTouYHU Yy HUX, OTNpaBnisanu fiu oHn Tebe atn panssl,

8. lNocne okoH4YaHMs paboTbl HA NOYTOBOM CEPBUCE NEPE 3aKpbITUEM BKNALKM C CANTOM He
3abyab HaxaTb Ha "Bbiitun".

Knb6epOynnuHr unu BupTyanbHoe nsaeBaTesnibCTBO

KnbepbynnuHr - npecrnegoBaHne cooblieHns MK, cogepXallnmm ockopbneHus, arpeccuto,
3anyrmBaHue; XynuraHcTeo; coumnanbHoe BONKOTUPOBaAHME C MOMOLLLIO PasfUyHbIX UHTEPHET-
CEpBUCOB.

OcHOBHbIe coBeTbl N0 6opbbe ¢ KN6epOoyNNMHrom:

1. He 6pocancs B 6on. Jlydwmm cnocob: nocoseToBaTbCs kak cebst BECTU U, eCnn HeT Toro,
K KOMYy MOXHO 006paTuTbCs, TO BHayane YycCnokoutbcs. EcCnuM Tbl HayHewb oOTBeYaTb
ocKkopbrieHnsIMM Ha ockopbieHnst, TO TONBKO eLle 60sble pasoXKeLlb KOH(INKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHUMHOCTb B ceTU MHUMag. CyLLecTBYHOT CMOCOObI BLIACHUTL, KTO CTOUT 3@ aHOHUMHbIM
aKKayHTOM,;

4. He cTouT BECTU XynNuUraHckui obpas BUpTyanbHOW xn3Hu. IHTepHeT pukcupyeTt Bce TBOU
OENCTBUS N COXpaHAeT nx. YaanuTb nx 0ygeT kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBo BUPTYarbHY YeCTb CMOSIOAY;

6. UrHopupyn eauHuyHbIn Heratme. OQHOpPa30Bble OCKOPOUTENbHbIE COOOLLEHUS nyYlle
nrHopupoBaTb. OBbI4HO arpeccusi NpekpaLlaeTca Ha HavYannbHOW cTaauu,

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbLIMU COOOLLEHMSMWN, B COLMArbHbIX
CeTaAX eCTb BO3MOXHOCTb BI0OKMPOBKM OTNPaBKM COOBLLEHUI C OnpeaenieHHbIX aapecos;

8. Ecrnm TbI cBupetenb kubepbynnuHra. TBOWM OEWUCTBUS:  BbICTYNUTb  MNPOTUB
npecnegoBaTens, Nokasatb €My, YTO ero AeNCTBMS OLEHMBAKOTCS HeraTtMBHO, noagepxaTtb
XXEepTBY, KOTOPOM HY>KHa NCUXONOornyeckas NnoMoLLb, COOBLLMTL B3POCHbIM O dhaKTe arpeCCMBHOMO
noBeaeHns B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapT(OHbI 1 NaHLWeTbl cogepxaT B cebe BnonHe B3pOChbI (PyHKUMOHan,
M Tenepb OHM MOrYT KOHKYpMpOBaTb CO CTaLMOHapHbIMK KOMMbloTepamu. OagHako, cpencts
3aWmThl N5 No4O6HbIX YCTPOMUCTB NOKa O4YeHb Mano. TeCTMpoBaHne 1 NOUCK YI3BUMOCTEN B HUX
NPOUCXOAMUT HE Tak UHTEHCUBHO, Kak Ans MK, To ke camoe kacaeTcs N MOBUNbHBIX MPUIOXEHW.



CoBpeMeHHble MOOUNbHblE Bpay3epbl yKe MNPakTUYEeCKU AOrHanM HacTOfMbHblE aHarnoru,
O[lHaKo paclumpeHue QyHKUMoHana BrieyeT 3a cobon OGOnbLUYyH CROXHOCTb UM MEHbLUYIO
3alMLULEHHOCTb.

[aneko He Bce npou3BOAUTENM BbINyCcKalT OBHOBMEHWS, 3aKkpblBalOLMe KpUTUYeckue
YS13BUMOCTU OJ151 CBOUX YCTPOWCTB.

OcHoOBHbIe coBeTbl AnAa 6esonacHoCcT MobunbHoro TenedoHa:

Huyero He siBnseTca no-Hactosiwemy GecnnaTtHbiM. Byab ocTtopoxeH, Beab koraa Tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT BbITb CKPbITbI Kakue-To nnaTHble YCnyru;

[dyman, npexae yem otnpasnte SMS, ¢oTo unu Bugeo. Thl TOYHO 3HaelWb, rae oHm 6yayT B
KOHEYHOM uTore?

Heobxoaumo o6HOBMATL ONepaLMOoHHY0 CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 451t MOBUIbHBIX TENE(OHOB;

He 3arpyxam npunoXeHusi OoT HEU3BECTHONO WCTOYHWKA, Bedb OHM MOryT coepxaTb
BPeAOHOCHOEe nporpaMmHoe obecneveHue;

Mocne Toro kak Tbl BblAeLLb C CanuTa, rae BBOAWI NNYHYI0 MHopMaLnio, 3aian B HACTPOMKK
Gpaysepa u yganu cookies;

Mepunogunyeckn npoBepsin, Kakme nnaTHble YyCrnyru akTMBUPOBaHbl HA TBOEM HOMEPE;

[aBan cBon HOMep MOBGUNbHOroO TenedoHa TOMNbKO MASAM, KOTOPbIX Thbl 3HAELb U KOMY
aosepsieLlb;

Bluetooth gormkeH ObITb BbIKMOYEH, KOraa Thl UM He nonb3yelbes. He 3abbiBan nHoraa
NpoBepPATL 3TO.

Online urpsbl

CoBpeMeHHble  OHMavH-Urpbl - 9TO  KpaCOYHble, 3axBaTbiBalolne pasBrievYeHus,
o0beauHALWNE COTHU ThICAY YernoBeK Mo BcemMy Mupy. Urpokn uccnenyot OaHHbIA UM MUP,
obLwaroTca gpyr ¢ Apyrom, BbIMOMHAT 3a4aHUs, CpaXkatoTCsl C MOHCTPaMK 1 Nony4yaroT onbIT. 3a
YyAOBOMbCTBUE OHW NNATAT: NOKyNnawT AMCK, onnavymBaloT aboHeMeEHT unu npuobpeTtaroT Kakme-
TO onuuu.

Bce aTu cpeacTtBa MayT Ha nogaepxaHve u pasBuTUe Urpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYKTCA CUCTEMbI aBTOPU3aLIMN, BbIMyCKaOTCS HOBblE NaTyu (LMpoBble 3annaTku
A8 NporpaMm), 3aKpblBaOTCA yA3BMMOCTU CEPBEPOB.

B nogobHbIX nrpax CToUT onacaTbCs He CTOMbKO CBOMX COMEPHUKOB, CKONbKO KpaXkn TBOEro
napons, Ha KOTOPOM OCHOBaHa cUcTeMa aBTopusauumn 605bLUIMHCTBA Urp.

OcHOBHbIe coBeTbl N0 6e30MNacHOCTN TBOEro UrPOBOro akKayHTa:

1. Ecnn gpyron urpok Beget cebsi nnoxo unm cosgaeT Tebe HENPUATHOCTU, 3abnoKnpym ero
B CMUCKE UIPOKOB;

2. MNMoxanynca agMMHUCTpaTopaM Urpbl Ha NSIOXoe NoBefeHNe 3TOro Urpoka, xenaTtenbHO
NPUIIOXNTb Kakne-To JoKa3aTenbCTBa B BUAe CKPUHOB,

3. He ykasbiBan nuyHyto nHopmawmo B npodansne urpsbl,

4. YBaxan gpyrmx y4acTHUKOB MO UIpe;

5. He yctaHaBnuBan HeouumarnbHble natin n Mogbl;

6. cnonb3yn CnoXxHble 1 pasHble Naponu;

7. laxe BO BpeMs Urpbl HE CTOUT OTKOYaTb aHTUBUPYC. [1oka Tbl Urpaellb, TBOW KOMNbIOTEP
MOryT 3apasuTb.

DULLMHI UK KpaXKa JINYHbIX JaHHbIX

O6blYyHOM Kpaxen AeHer N OOKYMEHTOB CErofHsi ye HUKOro He yauBULb, HO C pasBUTUEM
WHTEPHET-TEXHONOMMN  3MTIOYMbILUNIEHHUKN MEPEMECTUNIUCE B  MHTEPHET, U NpoJoInKaoT
3aHMmaTbes "nbumbiIM" genom.

Tak nosiBunacb HOBas yrpo3a: MHTEPHET-MOLIEHHMYECTBa WNW (PULLKUHF, rraBHaa Uernb
KOTOPOro COCTOMT B MOMyYeHUM KOHMAEHUManbHbIX OaHHbIX MOfib3oBaTenen - FOrMHOB W
naponen. Ha anrnunckom 4asbike phishing untaetca kak dpuwmHr (o1 fishing - peibHas nosns,
password - naponb).



OcHoBHble coBeTbl N0 6opb6e ¢ hUNHIrom:

1. Cnegu 3a cBOMM akkayHTOM. Ecnv Tbl nogo3peBaellb, YTO TBOSA aHKeTa Obina B3fioMaHa,
TO Heob6xoaMmo 3abnokMpoBaThb €e U COoBLNTL agMUHUCTPaTOpam pecypca 06 3TOM Kak MOXHO
ckopee;

2. WNcnonb3yn GesonacHble Beb-canTbl, B TOM YUCRE, MHTEPHET-MarasnuHOB M MOMCKOBbIX
cucTem;

3. Ucnonb3yn cnoxHble M pasHble naponu. Takum obpasom, ecnvm Tebs B3nomatoT, TO
3M10YMBbILLMEHHMKN NofyyaT JOCTYN TONbKO K OAHOMY TBOEMY NMPOMUIIIO B CETU, @ HE KO BCEM,;

4. Ecnn 1eb6sa B3nomanu, To HeOGXoAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPblEe
nobasneHbl y Tebs B 4py3bsiX, O TOM, 4YTO TebSA B3nloManu U, BO3MOXHO, OT TBOEro umeHu éyger
paccbinaTbCs cnam U CCbITKU Ha PULLMHIOBLIE CanThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTkNo4YKn coxpaHeHne napons B 6payaepe;

7. He oTkpbiBan channbl U gpyrne BrIOXEHUSA B NUCbMaXx, JaXe eCrnv OHU NPULLY OT TBOUX
apy3en. Jlydwe yTouHu y HUX, OTNpaBnanu nm oHn tebe atn hannsi.

LUndpoBas penyrauus

Lndposas penyrtauusa - 3170 HeratMBHasi Unu NO3UTUBHAA WHGOpPMauus B ceTn o Tebe.
KomnpomeTupytowas nHdpopmMaums, pasMmeLlleHHas B MHTEPHETe, MOXeT cepbe3HbiM 0bpasom
OTpPasnTbCA Ha TBOEW pearnbHOM XU3HW. "Lindposasa penytaumsa” - aT0 TBON UMUK, KOTOPbIN
dopmupyeTtcsa n3 nHgopmaumm o Tebe B UHTEPHETE.

TBOEe MeCTO XUTenbCTBa, y4ebbl, TBOE (hrHAHCOBOE MOoXeHne, 0COBEeHHOCTN XapakTepa 1
pacckasbl 0 61IM3KMX - BCe 3TO HaKannmMBaeTCs B CETWU.

MHorme nogpocTkM NErkOMbICIIEHHO OTHOCATCSA K Nybnukaumm nu4yHoOM WHopmauun B
MHTepHeTe, He NOHMMas BO3MOXHbIX MOCNeACTBUN. Thl JaXe HEe CMOXeLlb AoragaTtbCs O TOM,
4yTO (poTOrpacumsa, pasmeLleHHas S neT Hasag, cTana NPUYNHON OTKasa NpPuHATbL Teba Ha paboTy.

KoMmmeHTapun, pasmelleHne TBoux dpotorpadoum u gpyrne OenCcTBUS MOTYT HE UCYE3HYTb
Aaxe rnocrie Toro, Kak Tbl X yaanuwb. Tbl HE 3HaeLlb, KTO COXpaHun 3Ty nHopmauumto, nonana
NN OHa B MOWCKOBbIE CUCTEMbl M COXpaHWNacb N OHa, a rnaBHOe: 4YTO nogymarT o Tebe
oKpy)XawLue noaun, Kotopble HangyT v yBuaaT 31o. Hantu uHdopmauuio MHOro neT cnyctd
CMOXeT NntoboMn - kak n3 oOpbIX NOBYXAEHUN, Tak N C HAMEPEHNEM NPUYNHNTL Bped. OTO MOXET
ObITb KTO YyrogHo.

OcHoOBHbIe coBeTbl NO 3awmTe LucpoBon penyrtauuu:

1. Mogyman, npexge 4em 4YTO-TO NybnukoBaTb M nepepasatb y ceba B Gnore wunm B
coumarnbHOW CeTu;

2. B HacTpoukax npocunsa yCTaHOBW OrpaHUYeHUst Ha NPOCMOTP TBOEro nNpodunst U ero
COLEPXXMMOrO, caernamnm ero Tonbko "ansa apysen”;

3. He pa3smelyan n He ykasbiBan MHGOPMaUUIO, KOTOpasa MOXET KOro-rimbo ockopbnate unm
obmxathb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOSIbHUKN - aKTMBHbIE MONb3oBaTeNn UMpPoBOro npoctpaHcTea. OgHako
Jareko He BCce 3HaloT, YTO MOofb30BaHWE MHOMMMU BO3MOXHOCTAMU LMEPPOBOro Mmupa tpedyet
cobntogeHnsa npaB Ha UHTENNEKTyarnbHYy COOCTBEHHOCTb.

TepMunH "uHTennekTyanbHass COBGCTBEHHOCTB" OTHOCUTCA K pPasfiMyHbIM  TBOPEHUSM
4YenoBEYECKOro yma, HaunHasa ¢ HOBbIX M306peTeHni n 3HakoB, 0603HaYarLNX COBCTBEHHOCTb
Ha nNpPOAYKTbl W YCNyrn, W 3akaHuMBasi KHUramu, doTtorpadusimMm, KuUHOUNbMaMU U
MYy3blKanbHbIMW MPOM3BESEHUAMMN.

ABTOpCKME MnpaBa - 3TO NpaBa Ha WHTENNEKTyanbHyl0 COOCTBEHHOCTb Ha MpPou3BeAEeHUs
HayKu, NuTepaTtypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTUmM TOro, 4to
WHTENMNEKTyarnbHbIN/TBOPYECKUI TPy aBTopa He ByaeT HanpacHbIM, 4acT eMy crnpaBeivBble
BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyaa, NonyyYynTb U3BECTHOCTb W NPU3HAHKE.
Hukto 6e3 paspelweHns aBTopa He MOXeT BOCMPOU3BOOUTbL €ro  npousBeneHune,



pacnpocTpaHATb, Ny6MYHO AEMOHCTPUPOBATh, NPoAaBaTb, UMMNOPTMPOBATL, NyCKaTb B MPOKaT,
NyGANYHO NCNOMHATL, NOKa3bIBaTb/MCNOSHATL B 3dmpe unu pasmellaTs B IHTepHeTe.

Mcnonb3oBaHue "nmMpatckoro” nporpamMHOro obecnevyeHuss MoXeT MPUBECTU K MHOMMM
puUckam: OT MOTepu AaHHbIX K TBOMM akkayHTam [0 OrOKMpPOBKM TBOEro YCTPOWCTBA, rae
yCTaHOBIEHa HeneranbHasa nporpammMa. He ctouT Takke 3abbiBaTb, YTO CYyLLECTBYHOT NeranbHble
n 6ecnnaTHble NPorpaMmbl, KOTOPbIE MOXXHO HANTK B CETW.

O nopTane

CeTeBUYOK.p - TBOW rMaBHbIN COBETUYUK B CETU. 34€Ch Tbl MOXELLb Y3HaTb O 6e30nacHOCTH
B CE€TU MOHATHBIM W AOCTYMHbIM $A3bIKOM, @ NPU BO3HUKHOBEHUW KPUTUYECKOM CUTyauuu
obpatntbcsa 3a coBeTOM. A TakkKe MPUHATbL ydacTue B KOHKypcax WU CTaTb CaMbiM LM(POBbLIM
rpaxxgaHnHom!

MctouHuk http://rulaws.ru/acts/Pismo-Minobrnauki-Rossii-ot-14.05.2018-N-08-1184
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